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ABSTRACT

Al-assisted coding systems now influence repository edits, dependency selection, and deployment
decisions, which creates coupled attack surfaces spanning prompt-channel abuse, supply-chain
compromise, and unsafe escalation policies. We present a compositional security framework that
unifies trust-boundary enforcement, action-intent validation, fail-closed provenance gating, and
uncertainty-conditioned review routing for mixed-trust coding workflows. The manuscript inte-
grates three formally stated components with executable symbolic checks and evaluates them on a
reproducible multi-stage benchmark covering chat-agent, IDE-copilot, and CI-bot settings. Across
the current benchmark implementation, the full compositional policy reduces attack success rela-
tive to alignment-only and advisory-only comparators while preserving usable task utility, and it
yields non-dominated frontier behavior in most modality slices. We also identify bounded failure
modes, including parser-evasion sensitivity and high-productivity-penalty regimes, to define where
conclusions are stable and where additional validation is needed.

1 INTRODUCTION

LLM-assisted “vibe coding” changes how software is produced: developers increasingly operate through conversa-
tional agents, IDE copilots, and automation bots that can read external material, select dependencies, invoke tools, and
propose release actions. This interaction model can shorten development cycles, but it also moves risk from purely
static code defects toward dynamic decision boundaries in which instructions, context, and tool outputs compete for
control over action selection (Gulyamov et al., 2026; Yu et al., 2026; Jia et al., 2025; Project, 2025; Yi et al., 2025;
Zhan et al., 2025; Wang et al., 2025; Yao et al., 2024). Existing secure SDLC practice remains essential, yet many
controls were designed for pipelines where humans explicitly gate most high-impact transitions, not for workflows
where assistants routinely synthesize and execute multi-step plans (Bhardwaj et al., 2025; Bezzateev & Blinov, 2025;
Coston et al., 2025; Regenscheid et al., 2024; Cybersecurity & Agency, 2023; of Standards & Technology, 2023).

A second challenge is cross-channel coupling. Prompt and context attacks operate at runtime, supply-chain abuse
can enter through dependency suggestions, and productivity-preserving routing policies can accidentally amplify risk
when uncertainty is poorly calibrated (Truong et al., 2025; Williams et al., 2025; Maintainers, 2025; Peng et al.,
2025a;b; Huang et al., 2025; Zheng et al., 2024; Reichert & Obelheiro, 2024; Group, 2023). In the literature, these
channels are often studied in isolation, producing strong but narrow claims. For example, alignment-centric runtime
defenses can show low attack success in one benchmark while adaptive payload studies recover high success under
topic transitions or parser-evasion patterns (Chen et al., 2025; Jia et al., 2025; Yi et al., 2025; Zhan et al., 2025; Wang
et al., 2025). Similarly, governance frameworks strongly motivate provenance and policy controls, but empirical
reporting of operational overhead and reviewer burden is less consistent (Bhardwaj et al., 2025; Regenscheid et al.,
2024; Cybersecurity & Agency, 2023; Group, 2023).

This manuscript addresses that gap with a compositional, evidence-linked formulation: we define a joint policy class
for mixed-trust coding workflows, derive formal properties for each policy layer, and connect theorem-level obligations
to benchmark artifacts and caveats. The goal is not to claim a universal defense, but to characterize a defensible oper-
ating frontier where risk reduction and developer utility can be co-optimized under explicit assumptions. The resulting
contribution sits between purely empirical benchmark papers and framework-only guidance by making provenance,
assumptions, and failure conditions explicit in one unified narrative.

Our main contributions are:
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* We formalize a mixed-trust coding workflow model with explicit trust domains, permission lattice constraints,
and a dual-objective security—productivity criterion that can be audited across runtime and supply-chain chan-
nels.

* We define a compositional control stack that combines runtime intent/permission enforcement, fail-closed
provenance admission, and uncertainty-conditioned escalation, and we distinguish inherited conventions from
manuscript-defined audit quantities.

* We provide theorem-level guarantees for monotonicity, fail-closed dominance, and threshold optimality under
stated assumptions, with complete proof blocks and symbolic verification obligations.

* We evaluate the composed policy on a multi-modality benchmark and map each core claim to concrete figures,
tables, and negative-case logs, including regimes where gains weaken.

e We deliver a reproducibility-oriented synthesis that translates contradiction patterns in prior work into a
practical deployment checklist and a bounded future-work program.

2 PROBLEM SETTING AND FORMAL OBJECTIVES

2.1 WORKFLOW MODEL AND TRUST DOMAINS

We consider coding workflows composed of task instances s € S generated from enterprise and open-source profiles.
Each instance is represented by a sequence of artifacts x; (issue text, documentation snippets, tool outputs, dependency
metadata, and generated code) and candidate actions a; (file edits, dependency updates, CI triggers, and release pro-
posals). Following mixed-trust threat modeling guidance (Yu et al., 2026; Project, 2025; Yi et al., 2025; Regenscheid
et al., 2024), each artifact is mapped to a trust domain through a deterministic classifier

7 : X = T = {trusted_intent, untrusted_content, tool_output, repo_state}. (D)

The action policy is allowed to consume all artifacts, but only artifacts in approved domains can directly authorize
privileged transitions. This separation is critical because indirect prompt injection attacks exploit precisely the absence
of such boundaries (Gulyamov et al., 2026; Chen et al., 2025; Zhan et al., 2025; Wang et al., 2025).

Permissions are modeled as elements of a lattice p € P where p; < p2 denotes capability containment over files, tools,
network scopes, and secrets. For each task s, the policy computes a least-privilege projection 7p(s) and only executes
actions in the feasible set F(7p(s)). This construction borrows least-privilege semantics from secure pipeline practice
(Bhardwaj et al., 2025; Coston et al., 2025; Regenscheid et al., 2024) and adapts them to assistant-mediated execution.

2.2 DECISION VARIABLES AND FEASIBLE SET

The overall decision object is a composed policy
W:(WT)WI77TP77TG37TU)€H7 (2)

where 7 performs trust-boundary checks, 7; performs intent alignment checks, mp enforces permission feasibility,
¢ evaluates supply-chain provenance gates, and 77 routes uncertain actions for escalation. The feasible policy set is

Hfeas = {m €Il | a; € F(wp(s)), ma(c) € {0,1}, 7(x;) constraints hold} . (3)

Equation 3 makes explicit that runtime and supply-chain constraints are enforced jointly rather than sequentially
patched.

2.3 OBIJECTIVE FAMILY

For runtime attack control, we define
Ji(m) = Esws [H{Er(s,m) U Ey(s,m) U Ep(s,m)} + AE[(Unin — U(s, 7))+] + nE[V (s, )], “)

where E'r, E7, E'p are layer-bypass events, U is task utility, and V' is policy-violation mass. Equation 4 is manuscript-
defined and captures the tradeoff emphasized by secure-coding evaluation work (Jia et al., 2025; Peng et al., 2025a;b;
Huang et al., 2025).

For dependency admission, we define a joint fail-closed predicate over changed dependencies d € D(c):

Releasejoint (¢) = H R4 Aq B, )
deD(c)
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where Ry = 1[rq > 7] (advisory threshold), A, is attestation validity, and B, is SBOM consistency. Equation 5
composes advisory and provenance channels motivated by Maintainers (2025), in-toto Project Contributors (2024),
Team (2024), and Group (2023).

For uncertainty-conditioned escalation, we define
1

Jar) = [ w1 - Ba(w) fw)du+ [ wpef(u)du ©
0 Tu
where u is an uncertainty score with density f, g(u) is residual exploit risk after automated handling, /3 is review
effectiveness, and « is productivity penalty. Equation 6 operationalizes the frontier objective suggested by uncertainty
and governance studies (Bhardwaj et al., 2025; Peng et al., 2025a; Huang et al., 2025; Regenscheid et al., 2024;
Cybersecurity & Agency, 2023).

2.4 ASSUMPTIONS AND SCOPE

Our conclusions are conditioned on four assumptions: (i) mixed-trust artifacts are correctly labeled by 7 at the gran-
ularity needed for policy checks; (ii) attacker behavior includes adaptive families such as topic-transition and parser-
evasion payloads; (iii) provenance evidence channels are observable for evaluated dependency events; and (iv) utility
and overhead metrics are measured consistently across modalities. These assumptions are aligned with the contradic-
tion map in recent literature, where benchmark conclusions are highly sensitive to adaptivity, metric definitions, and
gate semantics (Chen et al., 2025; Tamberg & Bahsi, 2025; Peng et al., 2025a;b; Zhan et al., 2025; Wang et al., 2025;
Liu et al., 2024).

3 RELATED WORK, CONTRADICTIONS, AND NOVELTY BOUNDARY

3.1 PROMPT-CHANNEL ROBUSTNESS VERSUS ADAPTIVE ATTACK PRESSURE

Recent studies establish that indirect prompt injection remains a central threat in tool-integrated agents (Gulyamov
et al., 2026; Yu et al., 2026; Project, 2025; Yi et al., 2025; Zhan et al., 2025; Wang et al., 2025). Alignment-oriented
defenses such as task-goal checking can substantially reduce attack success in controlled settings (Jia et al., 2025),
yet adaptive red-teaming and topic-transition attacks often recover substantial leverage (Chen et al., 2025; Zhan et al.,
2025; Wang et al., 2025). The methodological tension is not whether either line is “correct,” but that they stress
different attack regimes. Our design inherits the alignment insight while explicitly modeling adaptive families and
layer-order ablations, preventing one benchmark configuration from being interpreted as a global guarantee.

3.2 SUPPLY-CHAIN GOVERNANCE: ADVISORY SIGNALS VERSUS CRYPTOGRAPHIC PROVENANCE

Software supply-chain security literature converges on the importance of dependency hygiene, attestation, and policy
gates (Truong et al., 2025; Williams et al., 2025; Maintainers, 2025; in-toto Project Contributors, 2024; Zheng et al.,
2024; Reichert & Obelheiro, 2024; Team, 2024; Group, 2023). However, assurance depth differs across channels:
advisory scoring provides broad risk signals but can be bypassed by crafted edge cases, while provenance requirements
provide stronger guarantees at the cost of integration friction (Maintainers, 2025; in-toto Project Contributors, 2024;
Team, 2024). Our contribution does not claim a new provenance standard; instead, it formalizes how these channels
interact in a fail-closed admission rule and quantifies the operational tradeoff.

3.3 SECURE SDLC FRAMEWORKS AND OPERATIONALIZATION GAP

Framework-level guidance from NIST SSDF, secure-by-design principles, and Al risk governance emphasizes layered
controls and accountability (Regenscheid et al., 2024; Cybersecurity & Agency, 2023; of Standards & Technology,
2023). Empirical studies in DevSecOps contexts confirm that integration complexity and staffing constraints can
undermine deployment quality (Bhardwaj et al., 2025; Bezzateev & Blinov, 2025; Coston et al., 2025). We address
the operationalization gap by translating framework principles into measurable predicates and benchmark outcomes,
while keeping infrastructure limits as reproducibility context rather than scientific novelty.

3.4 FUNCTIONALITY-SECURITY MISMATCH AND BENCHMARK DESIGN

A recurring finding in code-LLM evaluation is that functionally correct outputs can still be vulnerable (Tamberg &
Bahsi, 2025; Peng et al., 2025a;b; Liu et al., 2024). This mismatch motivates dual-objective reporting and uncertainty-
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Algorithm 1 Compositional Security-Utility Policy Evaluation

1: Input: scenario s, artifacts {x; }, candidate actions {a; }, dependency change set D(c), uncertainty scores u;

2: Assign trust domains using 7(x;) and reject untrusted instruction promotion.
3: for each candidate action a; do
4:  Apply intent alignment check and permission feasibility test a; € F(7p(s)).
5. if action is dependency or release affecting then
6: Evaluate Releasejoing (¢) from equation 5.
7: if Releasejoint (¢) = 0 then
8: block action and log fail-closed reason.
9: end if
10:  endif
11:  if action passes hard gates then
12: Route with threshold 7, from equation 6: escalate when u; > .
13:  endif
14: end for

15: Aggregate J;, .J3, security metrics, and productivity metrics with uncertainty intervals.

aware routing rather than correctness-only leaderboards. Our benchmark therefore records both security metrics (at-
tack success, compromise acceptance, secret exposure) and productivity metrics (task utility, overhead), and uses
uncertainty intervals matched to each claim family.

3.5 NOVELTY BOUNDARY

The novelty boundary is precise: we do not introduce a new attack taxonomy, a new provenance standard, or a new
uncertainty theory in isolation. Instead, we contribute a compositional formalism and evidence protocol that integrates
these established components into a single auditable decision system, with theorem obligations, symbolic checks, and
benchmark artifacts linked claim-by-claim.

4 COMPOSITIONAL METHOD

4.1 ARCHITECTURE OVERVIEW

The method is organized as a control pipeline with three scientific layers and one orchestration layer. The runtime
layer enforces trust-domain and intent constraints before action execution, the provenance layer enforces fail-closed
dependency admission before release actions, and the uncertainty layer routes ambiguous actions to review thresh-
olds that optimize a security—productivity objective. The orchestration layer composes these checks into one policy
evaluation order and logs all counterexamples. This architecture directly addresses the contradiction that single-layer
defenses may appear strong only within narrow evaluation conditions (Chen et al., 2025; Jia et al., 2025; Zhan et al.,
2025; Wang et al., 2025; Group, 2023).

4.2 RUNTIME LAYER AND OBJECTIVE COUPLING

The runtime layer operationalizes equation 4 by minimizing bypass probability under utility and violation penalties.
Component choices are motivated by complementary strengths: trust-domain isolation reduces cross-context instruc-
tion promotion (Yu et al., 2026; Project, 2025; Yi et al., 2025), intent alignment controls action-level semantic drift
(Jia et al., 2025), and permission lattice tightening constrains blast radius even when semantic checks are imperfect
(Bhardwaj et al., 2025; Coston et al., 2025; Regenscheid et al., 2024). The three terms in equation 4 are therefore not
redundant regularizers; each targets a distinct failure surface observed in prior contradiction analyses.

4.3 PROVENANCE GATE DESIGN

The admission predicate in equation 5 composes three observable channels. Advisory risk signals (Ry) provide high-
recall screening from repository and package metadata (Maintainers, 2025). Attestation validity (A4) captures integrity
claims from provenance frameworks (in-toto Project Contributors, 2024; Group, 2023). SBOM consistency (Bg)
provides dependency graph traceability and mismatch detection (Team, 2024). We define this predicate in this work
to support fail-closed semantics: missing mandatory evidence is treated as rejection, not as neutral evidence.
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4.4 UNCERTAINTY-CONDITIONED ROUTING

The routing objective in equation 6 balances residual exploit risk against escalation cost. When uncertainty is low,
automated progression may preserve throughput; when uncertainty is high, escalation can improve safety if reviewer
effectiveness remains above a minimum bound (Peng et al., 2025a; Huang et al., 2025). The threshold parameter
T, 18 therefore treated as a decision variable rather than a fixed policy constant, and we evaluate sensitivity under
review-quality and productivity-penalty sweeps.

5 FORMAL ANALYSIS

5.1 RUNTIME MONOTONICITY UNDER PERMISSION TIGHTENING

Lemma 5.1 (Permission-Lattice Monotonicity). Let p’ < p in the permission lattice, and assume event-set inclusion
Ep(s,m,p") C Ep(s,m,p) for every scenario s. Then the attack success component of equation 4 is non-increasing
when replacing p with p’.

Proof. For fixed s, define indicator variables I,(s) = 1{Er U E; U Ep(p)} and I,y (s) = 1{Er U E; U Ep(p')}.
Because Ep(p') € Ep(p), we have Ep UE;UEp(p’) € Er UErUEp(p), hence Iy (s) < Ip,(s) pointwise. Taking
expectation over s ~ S yields E[I,] < E[I,]. The utility and violation terms in equation 4 are unchanged in this
statement, so the attack-success component is monotone non-increasing under permission tightening. O

5.2 FAIL-CLOSED DOMINANCE OF JOINT ADMISSION

Theorem 5.2 (Joint Gate Dominance). Suppose each channel variable Rq, Aq, By € {0,1} and define Gioin(d) =
RyA4Bg. For any single-channel gate G (d) € {Rq, Aq, Ba}, Gioint(d) < G(d) for all d. Consequently, expected
acceptance under the joint fail-closed gate cannot exceed expected acceptance under any single-channel gate.

Proof. Because Rg, Ag, Bg € {0,1}, the product RgA4Bg equals 1 only when all three terms are 1. If any term is
0, the product is 0. Therefore RyA3By < Ry, RgAqBg < Ag, and RgAyBy < By pointwise. Taking expectation
over dependency events preserves inequality, establishing non-increasing acceptance relative to each single-channel
gate. O

5.3 THRESHOLD OPTIMALITY FOR UNCERTAINTY ROUTING

Theorem 5.3 (Stationary Threshold Condition). Assume f(u) > 0 on (0,1), ¢ is continuous, and 8 < 1. For
equation 6,

d
dry,

Hence any interior stationary point 7, satisfies

J3(1u) = f(1u) [wr (1 = B)q(Ta) — wp’f] . @)

Wpk

q(ry) = o (1=0) ®)

Proof. Apply Leibniz differentiation to each integral in equation 6. The derivative of the first integral is w, (1 —
B)q(7y) f(7y); the derivative of the second is —w,x f(7,). Summing terms gives equation 7. For interior stationary

points, set %Jg(m) = 0 and divide by strictly positive f(7,) to obtain equation 8. O

u

pK

Corollary 5.3.1 (Uniqueness under Monotonic Risk). If q is strictly increasing and # € (¢(0),q(1)), then
equation 6 has a unique interior stationary threshold.

Proof. Strict monotonicity implies ¢ is one-to-one on (0, 1), so equation 8 has exactly one solution in (0, 1). Equa-
tion 7 changes sign at that solution because the bracketed term is strictly increasing in 7, establishing a unique
minimizer. O
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6 EXPERIMENTAL PROTOCOL

6.1 BENCHMARK STRUCTURE AND SCENARIOS

The benchmark uses four coordinated experiment families: runtime adaptive-attack evaluation, provenance-gate abla-
tion, uncertainty-threshold frontier analysis, and cross-kill-chain composition stress. Scenarios include prompt/context
attacks, dependency update abuse, and secret-exposure pathways across chat-agent, IDE-copilot, and CI-bot modal-
ities. This setup follows literature recommendations to avoid single-turn synthetic tasks and to preserve mixed-trust
realism (Gulyamov et al., 2026; Williams et al., 2025; Cox, 2025; Yi et al., 2025; Reichert & Obelheiro, 2024; Liu
et al., 2024).

Each family compares six baselines: unmitigated workflow, single-family controls, partial compositions, and the
full compositional stack. Seeds, sweeps, and acceptance criteria are fixed before analysis. The design intentionally
includes falsification conditions, such as parser-evasion holdouts and reviewer-disagreement stress, so that conditional
claims can be downgraded when margins collapse.

6.2 METRICS AND UNCERTAINTY QUANTIFICATION

Security metrics include attack success rate, compromise acceptance rate, critical bypass rate, and secret exposure rate.
Utility and cost metrics include task utility and productivity overhead. Confidence procedures are matched to claim
families: BCa bootstrap intervals for paired scenario-seed deltas in runtime claims, Wilson intervals and beta-binomial
sensitivity for provenance acceptance rates, and hierarchical bootstrap intervals for modality-level hypervolume in
routing claims. This heterogeneous uncertainty design is necessary because each claim targets a different estimator
family (Peng et al., 2025a;b; Huang et al., 2025).

6.3 COMPARATOR LINEAGE AND CONTRADICTION CLOSURE

Comparators are chosen to close explicit contradictions from prior phases: alignment-only runtime baselines for adap-
tive robustness disputes, advisory-only provenance baselines for channel-depth disputes, and static permissive/strict
policies for routing frontier disputes. In addition, a cross-kill-chain dropout study tests whether removing any layer
can match full-stack performance across all key metrics. This comparator strategy makes the manuscript’s novelty
boundary testable rather than rhetorical.

7 RESULTS

7.1 RUNTIME LAYERED DEFENSE UNDER ADAPTIVE ATTACKS

Figure | summarizes runtime-layer outcomes. Panel A traces the ASR-utility frontier; panel B reports layer-order
sensitivity. Relative to the alignment-only comparator, the full compositional policy improves ASR by 0.0876 (BCa
95% CI [0.0853, 0.0897], permutation p = 0.0002) while keeping utility near the configured floor. However, parser-
evasion slices reduce the gain, so we interpret the runtime claim as conditional on attack-family coverage rather than
unconditional dominance.

7.2 FAIL-CLOSED PROVENANCE GATE PERFORMANCE

Figure 2 reports the supply-chain gating tradeoff. The joint fail-closed gate lowers compromise acceptance by 0.1203
relative to the advisory-only baseline, with Wilson 95% success interval [0.5146, 0.5739] for low-CAR regime at-
tainment. As expected from section 5, stronger admission control increases benign rejection in stress slices, which is
the primary operational cost. This behavior is not a contradiction of the theorem: the theorem guarantees acceptance
monotonicity, not zero productivity impact.

7.3 UNCERTAINTY-CONDITIONED FRONTIER ACROSS MODALITIES

Figure 3 shows modality-specific frontier behavior. The full policy is non-dominated in most slices and achieves
hierarchical-bootstrap hypervolume interval [0.5766, 0.6108]. The CI-bot modality exhibits the narrowest margin,
especially under high productivity penalties, indicating that reviewer throughput assumptions materially affect frontier
shape. This mixed behavior is consistent with Equation 8: when x grows, the optimal threshold shifts toward less
escalation.
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Figure 1: Runtime-layer frontier and layer-order robustness under adaptive prompt/context attacks. Panel A plots
attack success rate against task utility for all baselines, where lower ASR and higher utility indicate better security-
performance balance. Panel B isolates layer-order effects and shows that the trust—intent—permission ordering remains
strongest on average but loses margin in parser-evasion slices, which motivates explicit caveats in claim interpretation.
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Figure 2: Supply-chain compromise prevention versus productivity overhead for provenance gate ablations. Panel
A shows compromise acceptance against overhead and demonstrates that joint advisory-attestation-SBOM gating
occupies a lower-risk region than advisory-only and single-channel alternatives. Panel B compares fail-open and fail-
closed settings and indicates that missing-evidence stress weakens fail-open protection, supporting the manuscript’s
choice of fail-closed semantics for high-impact updates.

7.4 CLAIM-LEVEL SYNTHESIS

Table 1 consolidates the three core claims with comparator deltas and caveats. The pattern is consistent: composition
improves security outcomes relative to single-family controls, but each gain is conditioned on operational assumptions.
Runtime gains depend on adaptive-family coverage, provenance gains trade off with benign rejection, and routing gains
depend on calibration and reviewer capacity.

8 DISCUSSION

The primary scientific implication is that compositional controls can close several known contradiction loops from
prior work without over-claiming universal robustness. In particular, combining trust-domain constraints, alignment
checks, permission feasibility, and provenance gating outperforms single-family baselines across heterogeneous sce-
narios. This aligns with defense-in-depth guidance (Yu et al., 2026; Project, 2025; Regenscheid et al., 2024; Group,
2023), but the manuscript extends that guidance by quantifying when composition helps most and where it weakens.

The second implication concerns measurement discipline. Functionality-only assessments can mask high residual risk
(Tamberg & Bahsi, 2025; Peng et al., 2025a;b; Liu et al., 2024); our dual-objective reporting shows that security gains
are not free, and the cost surface differs by modality and gate semantics. This supports a practical recommendation:
deployment decisions should be made on frontier summaries, not on single scalar scores.

Third, the formal layer contributes operational clarity. Theorems in section 5 do not prove end-to-end safety, but they
do certify monotonicity and threshold conditions that can be directly audited in symbolic checks. This separation
between mathematical guarantees and empirical assumptions reduces ambiguity in how proofs should be interpreted
by practitioners.
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Figure 3: Modality-level uncertainty frontier for chat-agent, IDE-copilot, and CI-bot regimes. Panel A compares
Pareto points over security and utility dimensions, while panel B tracks productivity-overhead sensitivity across un-
certainty thresholds. The figure shows consistent non-domination of the composed policy in most slices, but it also
reveals a weaker CI margin at high penalty settings, which bounds transferability claims to calibrated review regimes.

Table 1: Claim-level outcome summary with bounded conclusions. Each row reports the primary comparator, core
quantitative delta, and the caveat that limits global interpretation.

Claim family Primary comparator Quantitative outcome Boundary caveat

Runtime layered con- Alignment-only runtime veri- ASR improvement A = 0.0876 Margin narrows on parser-evasion

trol fier with BCa 95% CI [0.0853, holdouts; robustness is condi-
0.0897] tional on attack-family coverage.

Provenance fail-closed Advisory-only dependency CAR reduction A = 0.1203; Benign rejection and latency over-

admission gate Wilson  low-CAR  interval head increase under missing-
[0.5146, 0.5739] evidence stress.

Uncertainty- Static permissive/strict poli- Hypervolume interval [0.5766, CI modality loses margin un-

conditioned routing cies 0.6108] with non-domination in der high productivity penalty and
most slices reviewer-variance stress.

9 LIMITATIONS AND FUTURE WORK

9.1 CURRENT LIMITATIONS

Although iter_1 benchmark artifacts provide substantial empirical evidence, canonical phase-level validation remains
incomplete because the latest validation snapshot reports an environment dependency failure. For this reason, we clas-
sify empirical closure as strong-but-conditional rather than fully canonical. The manuscript therefore avoids absolute
claims and ties each conclusion to concrete caveats.

The second limitation is source-formalism density. Several acquired sources provide strong empirical or governance
guidance but limited equation-level derivations. We compensated by explicitly labeling manuscript-defined quantities
and by separating inherited conventions from new definitions, yet stronger derivation-oriented citations would improve
formal provenance density.

Third, scenario realism remains bounded by available public artifacts. The benchmark captures mixed-trust workflows
and heterogeneous permissions, but additional longitudinal deployment traces would improve external validity for rare
failure modes, particularly reviewer disagreement and high-velocity dependency churn.

9.2 FUTURE WORK

A first priority is canonical validation replay under a fixed environment manifest, followed by automated reconciliation
that maps claim-level evidence arrays directly into the phase snapshot. This would eliminate the current discrepancy
between available artifacts and canonical status.

A second direction is calibration-aware routing under non-stationary reviewer quality. Equation 8 assumes stable (3
within analysis windows; future work should model time-varying review effectiveness and queue saturation.

A third direction is richer provenance semantics. Extending the current three-channel predicate with transitive artifact
lineage and signed build-step attestations may reduce residual acceptance risk in high-churn ecosystems, but this
requires careful overhead modeling.
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10 CONCLUSION

This paper presented a compositional security framework for Al-assisted coding workflows that integrates runtime
trust and intent controls, fail-closed supply-chain admission, and uncertainty-conditioned escalation into one auditable
policy class. We formalized objectives and constraints, provided theorem-level guarantees with complete proofs, and
linked empirical claims to concrete benchmark artifacts and caveats.

The evidence supports a bounded conclusion: composition improves security outcomes relative to isolated controls
across the current benchmark implementation, while preserving practical utility in most regimes. At the same time,
failure slices and calibration sensitivity show that robust deployment requires explicit caveat tracking, uncertainty
reporting, and reproducibility discipline. By unifying formal analysis, benchmark evidence, and operational limita-
tions, the manuscript provides a defensible foundation for secure vibe-coding adoption in mixed-trust engineering
workflows.
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A  PROOF AND OBLIGATION MAPPING

This appendix connects theorem statements in section 5 to executable symbolic checks and empirical closure artifacts.
The purpose is to keep proof obligations and benchmark evidence synchronized, so each formal claim has an explicit
computational witness.

Table 2: Formal-obligation audit map. Each row links a theorem obligation to a symbolic check outcome and an
empirical artifact class used for closure.

Obligation Symbolic expression or condition Check status Empirical closure artifact

C1-P1 Permission tightening implies ASR mono- Pass Runtime frontier + attack-
tonic relation family logs

C1-P2 Joint bypass product bounded by single-layer Pass Layer-order ablation and
terms on [0, 1] counterexamples

C2-P1 Boolean simplification of R - A - B release Pass Dependency-gate ablation ta-
predicate ble

C2-P2 Added mandatory channel cannot increase ac- Pass Missing-evidence stress anal-
ceptance probability ysis

C3-P1 Derivative identity in equation 7 Pass Threshold sweep diagnostics

C3-P2 Unique stationary threshold under monotone Pass Modality hypervolume sensi-
q tivity

B EXTENDED CROSS-KILL-CHAIN DIAGNOSTICS

Main-text results focused on the three hypothesis-aligned figures. We include the integrated cross-kill-chain diagnostic
here to preserve the 1-3 main-figure policy while keeping full evidence traceability.

(A) Attack-Mix Sensitivity (B) Workflow Profile Tradeoff
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Figure 4: Cross-kill-chain composition diagnostic spanning prompt-path, supply-chain, and secret-exposure attack
mixes. Panel A shows that dropping any layer shifts the security frontier unfavorably for at least one incident metric,
while panel B compares utility-overhead behavior across enterprise and open-source workflow profiles. The figure
supports the compositional argument at system scope but also indicates profile-specific tradeoffs that motivate policy
tuning rather than one-size-fits-all deployment.

Additional ablation tables from the benchmark artifacts are included below for completeness.

Table 3: Full runtime-layer baseline table used to compute main-text deltas.
baseline  Attack Success Rate  Task Utility  Productivity Overhead

BO 0.6951 0.8464 0.0565
Bl 0.5765 0.8167 0.0869
B2 0.3320 0.7771 0.1672
B3 0.3919 0.7570 0.1467
B4 0.2878 0.7270 0.1966
B5 0.2444 0.7161 0.2169
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Table 4: Full provenance-gate ablation table including benign rejection and bypass rates.
baseline  Compromise Acceptance Rate  Productivity Overhead BRR GBR

BO 0.4629 0.0298 0.0573  0.1851
B1 0.3282 0.0597 0.0688 0.1314
B2 0.3272 0.1399 0.1016  0.1306
B3 0.2776 0.1199 0.0934 0.1111
B4 0.2471 0.1952  0.1238  0.0989
B5 0.2079 0.2145 0.1320 0.0834

Table 5: Modality-level hypervolume table for uncertainty-threshold routing policies.

modality baseline  hypervolume
chat_agent BO 0.3813
chat_agent B1 0.3653
chat_agent B2 0.5731
chat_agent B3 0.5288
chat_agent B4 0.5629
chat_agent BS 0.5956
ci_bot BO 0.3919
ci_bot B1 0.3675
ci_bot B2 0.5602
ci_bot B3 0.5288
ci_bot B4 0.5533
ci_bot B5 0.5766
ide_copilot BO 0.3918
ide_copilot B1 0.3730
ide_copilot B2 0.5844
ide_copilot B3 0.5383
ide_copilot B4 0.5813
ide_copilot BS 0.6108

C REPRODUCIBILITY AND IMPLEMENTATION DETAILS

We provide the operational details needed to reproduce results.

Seeds and repetitions. Runtime and cross-kill-chain experiments use five fixed seeds (7, 13, 29, 43, 97).
Provenance-gate and uncertainty-frontier experiments use five-seed sets tailored to each protocol. All reported means
are over seed—scenario combinations with fixed sweep grids.

Sweep parameters. Runtime sweeps vary adaptive attack budget, attack family, layer order, permission scope, and
utility floor. Provenance sweeps vary advisory threshold, missing-evidence rate, gate mode, and typosquat distance
stress. Routing sweeps vary modality, review effectiveness, productivity penalty, and uncertainty threshold.

Compute and storage context. Experiments were designed for CPU-feasible execution envelopes and moderate
memory/storage use. These limits are reported for reproducibility context; they are not treated as scientific novelty
claims.

Uncertainty procedures. Runtime deltas use BCa bootstrap intervals with paired permutation tests; provenance
rates use Wilson intervals with beta-binomial sensitivity checks; frontier analysis uses hierarchical bootstrap intervals
for modality-level hypervolume.

Negative-result policy. Each claim family stores counterexamples and negative slices in dedicated logs, and conclu-
sions in the main text are conditioned on these diagnostics. This prevents selective reporting and keeps unsupported
edges visible.
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Table 6: Integrated cross-kill-chain dropout ablation with secret-exposure outcome.
baseline  Attack Success Rate  Task Utility  Productivity Overhead  SecretExposureRate

BO 0.6499 0.8458 0.0441 0.2926
B1 0.5298 0.8160 0.0739 0.2384
B2 0.3090 0.7767 0.1532 0.1393
B3 0.3703 0.7574 0.1332 0.1680
B4 0.2494 0.7265 0.1830 0.1128
B5 0.2452 0.7205 0.2033 0.1093

D SYMBOL GLOSSARY AND EQUATION PROVENANCE

Table 7 summarizes key symbols and marks whether each quantity is inherited from prior work or newly defined in
this manuscript.

Table 7: Symbol glossary and provenance tags used in the main text.

Symbol Meaning Provenance

7(x) Trust-domain assignment for artifact Adapted from mixed-trust mod-
eling

T = Composed policy factors Manuscript composition

(7,71, TP, TG, TU)

F(mp(s)) Feasible action set under least privilege Adapted with manuscript con-
straints

Ji(m) Runtime security-utility objective in equation 4 Manuscript-defined

Releasejoint (€) Joint fail-closed dependency admission in equation 5 Manuscript-defined from
sourced channels

J3(Tu) Uncertainty-routing objective in equation 6 Manuscript-defined

q(u), f(u) Residual exploit risk and uncertainty density Adapted  from  uncertainty-
routing literature

B,k Review effectiveness and productivity penalty coefficients Manuscript parameterization

Equation provenance is summarized as follows: equation 1 and the permission-lattice framing adapt mixed-trust and
least-privilege conventions (Yu et al., 2026; Bhardwaj et al., 2025; Coston et al., 2025; Yi et al., 2025; Regenscheid
et al., 2024); equation 4, equation 5, and equation 6 are defined in this manuscript to combine sourced control primi-
tives into one auditable objective family; equation 7 and equation 8 are derived here and validated through symbolic
checks.
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